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A
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F

G H

C

C E H

H

E

L1

L0 I

Only a single member
in this layer, cluster−leader
of layer L1

L0 form layer L1
Cluster−leaders of layer

All members are
joined to layer L0

L2

J JJ

Key Server Key Server Key Server

[EJF key] [L0 key]

[L0 key] 210

   Initial Arrangement of Members into Layers
  Member D leaves

Key server multicasts new L0 key to L1 members
E unicasts new cluster key J and F

  Cluster leaders in L0 multicast new
    L0 key into respective clusters
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Key Server Key Server

Key Server

J

Key Server

Key Server Key Server

[DJF key]

J

[L0 key]

[CDH key]

[L0 key]
3 5

J

[ABCDJ key]

[CH key]
6

    D drops out of L1.
    Two clusters merge in layer L0
   Member F leaves from the configuration in 3.

    New cluster keys are generated for L0 cluster ABCDJ
    and the L1 cluster CH, by cluster leaders C and H.

   Member E leaves from initial configuration
    It was part of layers L0 and L1
    D replaces E as cluster−leader in the L0 cluster (DJF)
    D unicasts new cluster key in DJF cluster
    D joins layer L1, and the cluster CDH
    H unicasts new cluster key in CDH cluster

[L1 key]

[L1 key]

4

   Key server multicast the new L1 key to L2 members
    L2 members (cluster−leaders of L1) multicasts
    this new L1 key into respective L1 clusters

D

J

[L1 key]

7
[L1 key]

   As before, the new L1 key is generated, since
    the membership of L1 has changed (D is no longer
    member of  L1, as it is not a cluster−leader in L0)

    They are distributed as before into L0 clusters.
    new L1 key.
    members as before. It is encrypted using the
   New L0 key is multicast by key server to L1

J

[L0 key]

[L0 key]

8

   Finally, new L0 key is generated and
    distributed as before.
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1. Member C joins and finds B as parent
on receiving a periodic message of B

2. Member E finds C as new parent
on receiving a periodic message of C

0. Members periodically multicast TTL−scoped

Parent−child relation
on the overlay tree

TTL−scoped message

heart−beat messages to parent and children
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A and B now part of
same stable cluster.

2. New member w joins 3. New subtree C appears
and is rooted at w. A and C
are part of one stable cluster
rooted at w. B is part of a

1. A shrinks to 3k/4.

0. Initially A is a
stable cluster rooted
at v. B is part of a
cluster rooted upstream
of u.

separate cluster rooted upstream
of u.

and is located by member
discovery protocol
between u and v.

the same stable cluster.
All members are part of

B B
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Number of clusters whose traffic passes through a router

Group size 24000, ~ 3100 clusters  and ~ 17000 routers
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Directed m/c (Ideal)
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